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¢ƻŘŀȅΩǎ wŜŀƭƛǘȅ ςA Balancing Act

ÅA slumping economy

ïTemptation to postpone less critical expenses

ÅThe media and the law push change

ïDramatic increase in ID theft and awareness

ïIncreasing business duty to protect information

ÅShifting information security  criticality

ƻǾŜǊƘŜŀŘ ŎƻƳǇƻƴŜƴǘ Ҧ ŎƻǊŜ ōǳǎƛƴŜǎǎ ǘƻƻƭ
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Building Blocks
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Data Protection

!ƴ ƻǾŜǊŀƭƭ ǎǘǊŀǘŜƎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ άōǳǎƛƴŜǎǎ Ǉƭŀƴέ

ïStates policies

ÅHigh-level statements adopted and endorsed by 
management to empower and enforce security procedures

ïStates procedures

ÅMove policies into action for line worker implementation

ïIncorporates other business decisions

Åe.g., employee handbook

ïEnsures compliance

ÅProvides accountability and enforcement consistency
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Building Blocks
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Privacy

Security



Security

Protects against:
Loss of privacy
ID theft
Fraud

bƻ ƭƻƴƎŜǊ ŀƴ άL¢ ƎŜŜƪέ ƛǎǎǳŜ
Balance between operational  and security needs
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Building Blocks
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Privacy



Privacy

The protection of information against

unauthorized, illegal, or inappropriate

access, use, storage, or disclosure

of protected information
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The Impetus: Identity Theft

11



12



High Frequency of Portable Theft
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Social Engineering

The act of manipulating 
people to perform 
actions or divulging 
confidential 
information
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The Insider Threat

2002 ςFBI finds 70% of successful attacks 
originate from inside the business

ïEmployees, and other insiders, have access

ÅOften possess a great deal of authorized access

ÅOften possess knowledge of the information security 
procedures and audit controls in place

ïThis includes outsourced third-party vendors

ÅThe virtual business premises extends to include 
personal information held by third-party vendors
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Poor Handling

of

Sensitive

Information
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Unprotected Information

Unencrypted or non-password protected
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Inadequate Disposal
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The Result of Poor Practices
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Handcuffing Business With Red Tape

Operating a Responsible Business
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Some Federal and State Initiatives

Å1996 ςHealth Insurance Portability & 
Accounting Act (HIPAA)

Å1999 ςGramm-Leach-Bliley Financial Services 
aƻŘŜǊƴƛȊŀǘƛƻƴ !Ŏǘ όάD[.!έύ

Å2002 ςSarbanes-hȄƭŜȅ !Ŏǘ όά{h·έύ

Å2003 ςCA ID Theft Prevention Laws

44 States and D.C. have Security Breach laws

ÅC¢/ άCŀƛǊ tǊŀŎǘƛŎŜǎέ {ǘŀƴŘŀǊŘǎ
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Data Governance

ÅThe ongoing management of risk

ïPhysical, procedural, and technical measures

ïRisks include the unauthorized collection, use, 
disclosure, transfer, modification , and destruction 
of personal information

ïPersonal Information

ÅFrom birth to destruction
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Fiduciary Duty of Care

Safeguard the integrity and confidentiality
ÅAddress rapidly emerging legal compliance requirements
ï Ongoing improvement and training

Å¢ƘŜǊŜ ƛǎ ƴƻ άbǳǊŜƳōǳǊƎ ŘŜŦŜƴǎŜέ
ï Due diligence: deferring or delegating the safeguarding of 

information to specialized personnel is unacceptable

ïYou are ultimately responsible

×Security commensurate with the statements found within 
ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǇǳōƭƛǎƘŜŘ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ
Å Alternative: unfair or deceptive acts or practices
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Relevant Massachusetts Law

93H ςSecurity Breaches (2007)
ïViolations subject to 93A lawsuits

ïSee also: M.G.L. c. 266, § 37E - Identity Theft (2007)
ÅFine up to $5,000/subject affected

ïSee also: 201 CMR 17.00 - Standards for Protection
ÅEffective date January 1, 2010

93I ςDispositions and Destruction of Records (2007)
ïViolations subject to civil fines and 93A lawsuits
Å$100/subject affected

Å$50,000/instance
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What is Personal Information?

ÅUnder 93H (security breach) and 201 CMR 17.00 
ï ! aŀǎǎŀŎƘǳǎŜǘǘǎ ǊŜǎƛŘŜƴǘΩǎΥ
ÅFirst name and last name; or,
ÅFirst initial and last name

ïIn combination with one or more:
ÅSocial Security number
Å5ǊƛǾŜǊǎΩ ƭƛŎŜƴǎŜ ƴǳƳōŜǊ
ÅState issued ID card number
ÅFinancial account number, credit or debit card number
ïWith or without any required security code, access code, 

personal ID number or password, that would permit access to a 
ǊŜǎƛŘŜƴǘΩǎ ŦƛƴŀƴŎƛŀƭ ŀŎŎƻǳƴǘ
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What is Personal Information?
(Concluded)

ÅUnder 93I (disposal and destruction)

ï!ƭǎƻ άŀ ōƛƻƳŜǘǊƛŎ ƛƴŘƛŎŀǘƻǊέ

ÅUnder c. 266, § 37E (identity theft)

ïAlso any name or number to assume ID

ÅE.g., name, address, telephone number, place of 
employment, employee identification number, 
ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΣ ŘŜƳŀƴŘ ŘŜǇƻǎƛǘ ŀŎŎƻǳƴǘ 
number, savings account number, computer password 
identification
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Existing Duty to Protect PI

Protection of PI is already required under 93H

ï 93H, § 2 authorizes official standards

Å201 CMR 17.00 effective January 1, 2010

ï Until then, other persuasive practices apply:

ÅIndustry Standards

ÅFederal, State, and local laws
ïPreliminary 201 CMR 17.00 standards

ÅProfessional Standards of practice and record retention

ÅCommon sense
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Existing Duty to Report Breaches

ÅReporting security breaches or unauthorized 
use of PI already required under 93H

ïKnows or has reason to know of:

ÅA breach of security

ÅThe acquisition or use by an unauthorized person

ÅUse for an unauthorized purpose

ïShall notify the proper authorities

ÅSeeM.G.L. c. 93H, §§3, 4, 5
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Existing Duty for Disposal of PI

The Minimum Standard pursuant to 93I:

ïDestroy or erase: cannot practicably be read or 
reconstructed

ÅDestruction of paper documents requires redacting, 
burning, pulverizing, or shredding

ïThird-party disposal of PI

ÅThe third-party shall implement and comply with 
policies and procedures that prohibit unauthorized 
access or acquisition of or use of PI during the 
collection, transportation, and disposal of PI
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Bottom Line

ÅThe law is already in effect

ÅThe Standards to apply exist

ÅDo not wait to act based upon a technicality

ÅDraft and comply with Standards as they exist

ÅAdapt policies and procedures with changes in 
laws, Standards, technology, and prudent 
business practices
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201 CMR 17.00

Authorized by

M.G.L. c. 93H

Merely a Standard

The Duty Already Exists!
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άΧ ǿŜ ƴŜŜŘ ŀ ǎŜǘ ƻŦ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎǘŀƴŘŀǊŘǎ 
that ensure businesses

are taking practical steps to safeguard

ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦέ

Dan Crane, OCABR Undersecretary

Office of Consumer Affairs & Business Regulation
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Expanding the Affected Audience

All persons,

wherever located,

that own, license, store or 
Ƴŀƛƴǘŀƛƴ άtLέ ŀōƻǳǘ ŀ 
resident of the 
Commonwealth shall 
comply with the Standard
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Expanding the Protected Class

ÅM.G.L. c. 93H was drafted with the intent of 
protecting consumerpersonal information

ÅThe Regulation is a broad implementation

ï/ƻǳƭŘ ŀǊƎǳŀōƭȅ ŀǇǇƭȅ ǘƻ άtLέ ǊŜƭŀǘƛƴƎ ǘƻΥ

ÅEmployees;

ÅVendors;

ÅSuppliers;

ÅEtc.
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Standard Practice ςat a Minimum

Necessary to rebut negligent release allegations

ïA baseline from which to gauge business practice

ïStates only the minimumstandard of care
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Fundamental Requirements

ÅThe WISP must be a written document!

ÅDocumented proof of information security 
policies and procedures in case of a breach of 
security

ÅDynamic lifecycle
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Must Fulfill the Purpose

Å Provide security and confidentiality of assets

Å Protect against reasonably foreseeable 
threats or hazards to the security or integrity 
of assets

Å Protect against unauthorized access to, or 
use of, assets that creates a substantial risk of 
ID theft or fraud
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Include all Guard Dog Measures
ÅAdministrative measures
ïTrain employees
ÅPolicies & procedures

ïMonitor the Program
ÅAudit function

ÅTechnical measures
ïTechnically restrict unauthorized access and use

ÅPhysical measures
ïPhysically restrict unauthorized access and use
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¢ƘŜ {ǘŀƴŘŀǊŘ ƛǎ ŀ άaƛƴƛƳǳƳέ

ÅDo not settle for a narrow reading of the law

ÅRecognize conflicting policies
ïSecurity and confidentiality vs. business operation needs

ÅThe law and technology are dynamic and evolving
ïDo your policies and procedures stay ahead of the curve?

×The published security standards must be 
ŎƻƳƳŜƴǎǳǊŀǘŜ ǿƛǘƘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀŎǘǳŀƭ 
practices
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Include All Relevant Standards

ÅDo not settle for the minimum

ïInclude all applicable professional requirements

ïSeek qualifiedassistance and review
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Eventual Evaluation Criteria

ÅCompliance criteria:

ïSize, scope, and type of business

ïAmount of resources available to the business

ïAmount of information stored

ïNeed for security and confidentiality of both 
consumer and employee information
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¢ƘŜǊŜ ƛǎ ƴƻ ά/ƻƻƪƛŜ /ǳǘǘŜǊέ

Each business must identify:
ïTheir own style of handling personal information

ïThe level of risk they are willing to assume

Think policies, procedures, and technology
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The WISP Process

1. Name the Data Security Coordinator

2. Define and identify personal information

3. Identify reasonably foreseeable risks

4. Evaluate existing and new safeguards

5. 5ǊŀŦǘ ǘƘŜ ά²L{tέ

6. Train employees

7. Perform monitoring and audits

8. Document and disclose breaches in security
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Step 1:

Identify the Information Security Coordinator

51



The Data Security Coordinator

The designated responsible person for the business

ïWISP Responsibilities include:

ÅDesign

ÅDocument

ÅImplement

ÅSupervise

ÅTrain employees

ÅMonitor business practices

ÅAudit

ÅInvestigate and report security breaches
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Step 2:

Define and Identify Personal Information
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άtLέ ƛƴ aŀǎǎŀŎƘǳǎŜǘǘǎ όфоI ϧ фоLύ
! aŀǎǎŀŎƘǳǎŜǘǘǎ ǊŜǎƛŘŜƴǘΩǎΥ
ïFirst name and last name; or,
ïFirst initial and last name

In combination with one or more:
ïSocial Security number
ï5ǊƛǾŜǊǎΩ ƭƛŎŜƴǎŜ ƴǳƳōŜǊ
ïState issued ID card number
ïFinancial account number/credit or debit card number
ÅWith or without any required security code, access code, personal 
L5 ƴǳƳōŜǊ ƻǊ ǇŀǎǎǿƻǊŘΣ ǘƘŀǘ ǿƻǳƭŘ ǇŜǊƳƛǘ ŀŎŎŜǎǎ ǘƻ ŀ ǊŜǎƛŘŜƴǘΩǎ 
financial account

Do you include biometric data? (93I)
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Protect Other PI?

Tradeoffs will exist!

ïIs your policy to stay ahead of the curve

ÅThe law and technology are dynamic and evolving

ïThe published security standards must be 
ŎƻƳƳŜƴǎǳǊŀǘŜ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀŎǘǳŀƭ 
practices
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Identify Each PI Instance

Track all incoming PI and follow it to destruction

Any material upon which written, drawn, spoken, 
visual, or electromagnetic information or images 
are recorded or preserved, regardless of physical 
form or characteristics

wŜƳŜƳōŜǊΥ άŘŀǘŀέ Ŏŀƴ ōŜŎƻƳŜ άtLέ ǿƛǘƘ ǘƘŜ 
addition of another designated ingredient! 
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Step 3:

Identify Reasonably Foreseeable Risks
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